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¢ transaction.py

class Transaction(Base):
def __init__(self,
sender: str, receiver: str, amount: int,
t: float = None, prev_hash: str = None, transaction_id: str = None):
assert UUID(sender, version=4)
assert UUID(receiver, version=4)
assert transaction_id is None or UUID(transaction_id, version=4)
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¢ transaction.py

class Transaction(Base):
def __init__(---):

self.id = transaction_id if transaction_id is not None else str(uuid4())
self.sender = sender

self.receiver = receiver

self.amount = amount

self.t =t if t is not None else datetime.now().timestamp()
self.prev_hash = prev_hash
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¢ transaction.py

class Transaction(Base):

def __eq__(self, other): '

return \
self.id == other.id and \
self.sender == other.sender and \
self.receiver == other.receiver and \
self.amount == other.amount
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¢ transaction.py

class Transaction(Base):

def __hash__(self):
return hash((self.id, self.sender, self.receiver, self.amount))

o
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% blockchain.py

class Block(Base):

def add(self, item): '

1f item not in self.items:
item.prev_hash = self.items[-1].hash() if len(self.items) else None
self.items.append(item)

else:
logging.debug('Duplicate item will be dropped: %s', item)
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% blockchain.py

class Blockchain(Base):

def find(self, item):
for block in self.blocks:
tf item in block.items:
return block.items[block.items.index(item) ]
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«* app.py
def on_message(self, message):

elif message['op'] == 'blocks':
blocks = json.loads(str(pickle.loads(db.get('ledger'))))['blocks']
if 'args' in message and 'start' in message['args']:
blocks = blocks[int(message[ 'args']['start']):]
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« app.py
def on_message(self, message):
elif message['op'] == 'blocks':

self.urite_message(json.dumps({
'status’': 200,
‘error': '0K',
'response': {
'blocks': blocks
}
1))
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« dpp.py
elif message[ op'] == "merge':
if ! args in message and 'pool' in message[ 'args']:

elLf args in message and 'blocks' in message[ 'args']:

else:
self.urite_message(json.dumps({
'status’': 500,

‘error': 'Operation "merge" requires following "args": "pool" or "blocks"',
'response': None

H)
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“* app.py
if 'args' in message and 'pool' in message[ 'args']:
pool = pickle.loads(db.get('pool'))
ledger = pickle.loads(db.get('ledger'))
for i in message[ 'args'][ 'pool']:
pool.add(Transaction(
transaction_id=i[ 'id'],
sender=i[ 'sender'],
receiver=i[ 'receiver'],
amount=i[ "amount" ]

)
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« app.py

if ! args in message and 'pool' in messagel 'args']:

for i in pool.copy():
if ledger.find(i):
pool.remove(i)

db.set('pool’, pickle.dumps(pool))
self.urite_message(json.dumps({

'status': 202,
‘error': 'Accepted'

1)
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«* app.py

elif 'args' in message and 'blocks' in message[ 'args']:
pool = pickle.loads(db.get('pool'))

ledger = pickle.loads(db.get('ledger'))

for i in message[ 'args'][ 'blocks']:

try:

ledger.validate()
except AssertionError:
else:
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¢ adpp.py
for i in message[ 'args' ][ 'blocks']:
if not len(ledger.blocks) or i['prev_hash'] == ledger.blocks[-1].hash():

block = Block(prev_hash=i[ 'prev_hash'])
for J in i['items']:

ledger add(block)
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« app.py

for j in i['items']:

transaction = Transaction(
sender=j[ 'sender'],
receiver=j[ 'receiver'],
amount=j[ 'amount'],
t=jL't'],
prev_hash=j[ 'prev_hash'],
transaction_id=j['id"']

8 ‘
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«* app.py
for j in i['items']:

if ledger.find(transaction):
self.write_message(json.dumps({

'status’': 500,

'error': 'Duplicate transaction in blockchain: {}'.format(transaction)
1))
return
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% app.py
for j in i['items']:

1f transaction in pool:
pool.remove(transaction)
block.add(transaction)

o g
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« app.py

try:
ledger.validate()
except AssertionError:
self.urite_message(json.dumps({
'status’': 500,
‘error': 'Malicious block is detected.'

o g

19)

else:
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* app.py
try:

ledger.validate()
except AssertionError:

db.set('pool’, pickle.dumps(pool)) '

db.set('ledger', pickle.dumps(ledger))
self.urite_message(json.dumps({
'status’': 202,
‘error': 'Accepted'

19)

else
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% tracker.py

def spawn(self, url):
itf url not in self.spawning:
if len(self.peers) < DEFAULTS[ 'max_connection']:
self.spawning.append(url)
logging.info('Spawning new peer: %s', url)

self.spawning.remove(url)
else:
logging.debug('Max # of connections is reached.')
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% tracker.py

def on_message(self, ws, message):

e
try:
message = json.loads(message)

except json.JSONDecodeError:
pass
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% tracker.py

def query(self):
for peer in self.peers:

try:
peer.send(json.dumps({'op"': 'peers'}))
peer.send(json.dumps({'op': 'pool'}))
peer.send(json.dumps({'op': 'blocks'}))
except:

traceback.print_exc() ‘




SEH IR M VRS

LAt Tracker FEESZFREH XR5E

% tracker.py
def on_message(self, ws, message):

Lf 'response' in message:
if 'peers' in message[ 'response']:

if 'pool' in message[ 'response']:

if 'blocks' in message[ 'response']:
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% tracker.py

if 'pool' in message[ 'response']:
logging.debug('Received pool updates from: %s', ws.url)
for peer in self.peers:
Lf peer != ws:
logging.info('Announced pool updates to: %s', peer.url)
peer.send(json.dumps ({
‘op': 'merge',
'args': {
'pool’: message[ 'response’ ][ 'pool’ ]
}

1)
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% tracker.py

if 'blocks' in message[ 'response’ ]:
logging.debug('Received blocks updates from: %s', ws.url)
for peer in self.peers:
Lf peer != ws:
logging.info('Announced blocks updates to: %s', peer.url)
peer.send(json.dumps ({
‘op': 'merge',
'args': {
'blocks': message[ 'response’ ][ 'blocks' ]
}

1)
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~/Documents/Workspace/foxchain(master®) » python3 -u -m foxchain.app.app -p 9668 -r 9808.db
[2621-085-12 18:47:208,147] Tornado is listening on port: 9660

~/Documents/Workspace/foxchain(master®) » python3 -u -m foxchain.app.app -p 96061 -r 9081.db
[2621-085-12 18:47:40,6809] Tornado is listening on port: 9861

~/Documents/Workspace/foxchain(master®) » python3 -u -m foxchain.app.app -p 9662 -r 9082.db
[2621-05-12 18:47:47,144] Tornado is listening on port: 9662
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~/Documents/Workspace/foxchain(master”) » python3 -u -m foxchain.app.tracker ws://localhost:9008/us
[2021-85-12 18:48:89,714] Spawning new peer: ws://localhost:90888/us
[2021-85-12 18:48:09,719] Peer disconnected: ws://localhost:9008/us

~/Documents/Workspace/foxchain(master®) » python3 -u -m foxchain.app.builder -r 9008.db




ws://localhost:9000/ws

1+ {

2 "op": "merge",

3+ args": {

4~ "pool": [{

5 "1d": "00000000-0000-0000-0000-000000000001" ,

6 "sender": "00000000-0000-0000-0000-000000000000" ,
7 "receiver": "00000000-0000-0000-0000-000000000001"
8 "amount": 3000

9 H

10 }

11 }

1~ {

2 "status": 202,

3 "error": "Accepted"

e }



ws://localhost:9000/ws

1+ {

2 "op": "merge",

3+ "args": {

4~ "pool": [{

5 "1d": "00000000-0000-0000-0000-000000000002" ,

6 "sender": "00000000-0000-0000-0000-000000000000" ,
7 "receiver": "00000000-0000-0000-0000-000000000002"
8 "amount": 2000

9 H

10 }

u

1~ {

2 "status": 202,

3 "error": "Accepted"

e }



ws://localhost:9000/ws

1~ {

2 "op": "merge",

3+ "args": {

4~ "pool": [{

5 "1d": "00000000-0000-0000-0000-000000000003" ,

6 "sender": "00000000-0000-0000-0000-000000000000" ,
7 "receiver": "00000000-0000-0000-0000-000000000003" ,
8 "amount": 1000

9 H

10 }

11 %

1~ {

2 "status": 202,

3 "error": "Accepted"

e }



ws://localhost:9000/ws

1+ {
2 "op": "pool"
3 1}

1+ {

2 "status": 200,

3 "error”: "OK",

4+ "pesponse": {

S5« "pool": [{

6 "1d": "00000000-0000-0000-0000-000000000003" ,

7 "sender": "00000000-0000-0000-0000-000000000000"

8 "receiver": "00000000-0000-0000-0000-000000000003",
9 "amount": 1000,

10 "t": 1620811762.848223,

11 "prev_hash": null

12~ b, q

13 "1d": "00000000-0000-0000-0000-000000000001" ,

14 "sender": "00000000-0000-0000-0000-000000000000" ,
15 "receiver": "00000000-0000-0000-0000-000000000001",
16 "amount": 3000,

17 "+". 1670811780 7296454



ws://localhost:9000/ws

1v {

2 "op": "merge'",

3+~ "args": {

4~ "pool": [{

5 "1d": "00000000-0000-0000-0000-000000000004" ,

6 "sender": "00000000-0000-0000-0000-000000000000" ,
7 "receiver": "00000000-0000-0000-0000-000000000004" ,
8 "amount": 4000

9 H

10 }

11 %

1+ {

2 "status": 202,

3 "error": "Accepted"

. }



ws://localhost:9000/ws

1+
2 "Op“: llpoo'l- m
3 1

1

2 "status": 200,
3 "error": "OK",
4~ "response": {
5 "pool": []
6

I'4



ws://localhost:9000/ws

1+
2 "op": "blocks"
3 1}

1-1{

2 "status": 200,

3 "error": "OK",

4~ "response": {

5~ "blocks": [{

6~ "items": [{

7 "id": "00000000-0000-0000-0000-000000000003" ,

8 "sender": "00000000-0000-0000-0000-000000000000"
9 "receiver": "00000000-0000-0000-0000-000000000003",
10 "amount": 1000,

11 "t": 1620811762 .848223,

12 "prev_hash": null

13~ b, A

14 "id": "00000000-0000-0000-0000-000000000002" ,

15 "sender": "00000000-0000-0000-0000-000000000000"
16 "receiver": "00000000-0000-0000-0000-000000000002" ,
17 "amount": 2000,

18 "t": 1620811774.80847,

19 "prev_hash": "ccaZ2b52f7ba2d64086a20d8764b600f688539c55"



ws://localhost:9001/ws

2 "op": "blocks"

1

2 "status": 200,
3 "error": "OK",
4~ "response": {
5 "blocks": []
6

I4



ws://localhost:9000/ws

- q
"op": "register",
* "args": {
"addr": ["ws://localhost:9001/ws", "ws://localhost:9002/ws"]

}

GOl B WN P

}

- q
"status": 202,
"error": "Accepted"

W

}



ws://localhost:9000/ws

1v {
2 !lop!l: "peer'S"
3 1}

1

2 "status": 200,

3 "error": "OK",

4~ "response": {

5 "peers": ["ws://localhost:9000/ws", "ws://localhost:9002/ws", "ws://localhost:9001/ws"]
6

I'4



ws://localhost:9001/ws

1-{
2 "op": "blocks"
3 1}

1~

2 "status": 200,

3 "error": "OK",

4~ "response": {

5+ "blocks": [{

6~ "items": [{

7 "id": "00000000-0000-0000-0000-000000000003",

8 "sender": "00000000-0000-0000-0000-000000000000" ,
9 "receiver": "00000000-0000-0000-0000-000000000003",
10 "amount": 1000,

11 "t": 1620813710.01229,

12 "prev_hash": null

13 ~ b, q

14 "id": "00000000-0000-0000-0000-000000000001"

15 "sender": "00000000-0000-0000-0000-000000000000" ,
16 "receiver": "00000000-0000-0000-0000-000000000001",
17 "amount": 3000,

18 "t": 1620813722.948254,

19 "prev_hash": "81ba%993aa2la5ecd197f400ae29b517d650369eb"

- -



ws://localhost:9000/ws

. {

2 "op": "merge",

3+ "args": {

4~ "pool": [{

5 "1d": "00000000-0000-0000-0000-000000000005" ,

6 "sender": "00000000-0000-0000-0000-000000000000" ,
7 "receiver": "00000000-0000-0000-0000-000000000005" ,
8 "amount": 5000

9 H

10 }

11 [}

1~ {

2 "status": 202,

3 "error": "Accepted"

e }



ws://localhost:9000/ws

1-1{
2 "op": "pool"
3 1}

1~ {

2 "status": 200,

3 "error": "OK",

4~ "response": {

5« "pool": [{

6 "1d": "00000000-0000-0000-0000-000000000005" ,

7 "sender": "00000000-0000-0000-0000-000000000000" ,
8 "receiver": "00000000-0000-0000-0000-000000000005"
9 "amount": 5000,

10 "t": 1620814822.199175,

11 "prev_hash": null

12 3]

13 }



ws://localhost:9001/ws

1~
2 "op": "pool"
3 1

1~

2 "status": 200,

3 "error": "OK",

4~ "response": {

5« "pool": [{

6 "1d": "00000000-0000-0000-0000-000000000005" ,

7 "sender": "00000000-0000-0000-0000-000000000000" ,
8 "receiver": "00000000-0000-0000-0000-000000000005"
9 "amount": 5000,

10 "t": 1620814823.024898,

11 "prev_hash": null

12 3]

13 }
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